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Abstract
:This pCR proposes to resolve the Editor’s Note related to UDM instance selection in TS 33.501 clause 6.12.5 by including UDM instance routing information in the SUCI.
1
Decision/action requested

It is proposed to approve the updates given in this pCR.
2
References

[1]
3GPP TS 33.501, v0.7.0  
3
Rationale

As the SUCI contains the concealed subscription identifier, e.g., MSIN, using of SUPI ranges to discover the UDM instances is not feasible. Moreover, as the SUCI contains only the Mobile Country Code (MCC) and Mobile Network Code (MNC) in the unencrypted form, it can be used only to assist in finding a single UDM. It cannot be used as such to identify the UDM instances, if any. Therefore, this pCR proposes to include SUPI range indicator in the SUCI sent by the UE as the UDM routing information. The UDM routing information along with home network identifier shall assist the UDM consumer (for example. AUSF) or the NRFto find the right UDM instance.
The pCR also resolves the related Editor’s Note in subclause 6.12.5 and proposes a new normative annex to discuss the mechanism involved in the UDM instance selection and discovery process.  
4
Detailed proposal

***** Start of Change 1 *****
6.12.2
Subscription concealed identifier

The SUbscription Concealed Identifier, called SUCI, is a privacy preserving identifier containing the concealed SUPI. The UE shall generate a SUCI using the raw public key that was securely provisioned in control of the home network. 

The protection scheme uses the raw public key of the home network. The UE shall construct a scheme-input from the subscription identifier part of the SUPI, as specified by the protection scheme (e.g., applying some padding-scheme). The UE shall execute the protection scheme with the constructed scheme-input as input and take the output as the scheme-output.

The UE shall not conceal the home network identifier, e.g., Mobile Country Code (MCC) or Mobile Network Code (MNC).

The UE shall construct the SUCI consisting of the home network identifier, SUPI range indicator, the identifier of the home network public key, and the scheme-output. The SUPI range indicator shall be pre-provisioned and used along with home network identifier as an UDM instance routing information as described in Annex X.
NOTE:
The scheme-output depends on the protection schemes as described in Annex C. 

Editor's Note: The freshness and randomness of the SUCI, that has been generated with other schemes than the null-scheme, are FFS. It may be that each of the schemes will take care of this issue, and no standard solution would be needed.
***** End of Change 1 *****
***** Start of Change 2 *****
6.12.5
Subscription identifier de-concealing function (SIDF)

SIDF is responsible for de-concealing the SUPI from the SUCI. SIDF is using the private key part of the privacy related home network public/private key pair that is securely stored in the home operator's network. The de-concealment shall take place at the UDM. Access rights to the SIDF shall be defined, such that only a network element of the home network is allowed to request SIDF.


***** End of Change 2 *****
***** Start of Change 3 *****
Annex X (Normative):

UDM instance discovery based on SUCI
X.1 
Introduction 
The UDM may comprise several instances serving different range of SUPIs. Since the permanent subscription identifier in SUPI e.g., MSIN is always sent by UE in concealed form, the information on the range of the subscription identifier is not available for the UDM consumers leaving the UDM and its instance discovery a great challenge. More over as the SUCI contains only the Mobile Country Code (MCC) and Mobile Network Code (MNC) in the unencrypted form, it can be used only to assist a UDM consumer in finding a single UDM and further as such it cannot be used to identify the UDM instances if the UDM has multiple UDM instances.
To assist the NF consumers (UDM consumers) in UDM instance selection and discovery, the SUCI shall contain a UDM instance routing information parameter in addition to MCC and MNC. The information related to the NF discovery with SUCI and instance selection can be locally configured on the NF consumers (AUSF) or implemented in the Home NRF. Based on the UDM instance routing information parameter encoded in SUCI and the locally configured NF discovery information, the appropritate UDM instance shall be found. 
The UE shall always include the UDM instance routing parameter in the SUCI. When the AUSF receive SUCI and the NRF is used, the complete SUCI is used as input parameter for the UDM instance discovery. The NRF shall use the UDM instance routing information in the SUCI received from the AUSF for UDM instance discovery. If the NRF is not used, the AUSF shall use parameters encoded in SUCI to select the UDM instance. 

The present annex discusses the usage of SUPI Range Indicator as theUDM routing parameter that shall be used along with the home network identifer for UDM instance discovery. 
X.2
Use of SUPI range indicator

The SUPI range indicator shall be used to indicate the range to which the SUPI belongs to based on the subscription information. This SUPI range indicator shall be pre-provisioned in the USIM.
The UE shall use SUPI range indicator as a UDM discovery/routing information and always include it as a sub-parameter of SUCI. 

The UDM consumer or the NRF shall be configured with the SUPI ranges and the relevant routing information specific to the UDM instance, subscription, and service to discover the right UDM instance. They shall consider this locally configured information along with the SUPI range indicator and home network identifier received from the UE.

***** End of Change 3 *****
